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1

Introduction

1.1 About this document

This manual describes the setup of a cifX device supporting a Virtual cifX Ethernet Adapter
providing a common network interface for the Microsoft Windows operating systems.

1.2 List of revisions
Rev | Date Name Chapter Revision
4 2015-12-19 [LCO,HHE 1.5 Windows 10 support added.
2.1.1,3 Sections Software installation and Getting started with the cifX Ethernet
Interface updated.
5 2020-06-02 | LCO, HHE |3 Section Getting started with the cifX Ethernet Interface revised.
3.2 Section Enabling the cifX Ethernet Interface (CIFX M223090 and CIFX
4000) added.
5.6 Section How to enable NDIS support in the tag list of the firmware:

Figures updated.

Table 1: List of revisions
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1.3 Terms, abbreviations and definitions

Term Description

AP (-task) Application (-task) on top of the stack

ARP Address Resolution Protocol

BOOTP Bootstrap Protocol

DHCP Dynamic Host Configuration Protocol

ICMP Internet Control Message Protocol

P Internet Protocol

MSS Maximum segment size (of TCP data), normally = 1460 byte on Ethernet (Maximum); MSS = MTU -
sizeof(IP header) - sizeof (TCP header) = 1500 —20 —20 = 1460

MTU Maximum Transmission Unit, normally 1500 byte = Data part of Ethernet frame

TCP Transmission Control Protocol

UDP User Datagram Protocol

Table 2: Terms,

All variables,

abbreviations and definitions

parameters, and data used in this manual have the LSB/MSB (“Intel”) data format.

This corresponds to the convention of the Microsoft C Compiler.
All IP addresses in this document have host byte order.

1.4 References to documents

This document refers to the following documents:

[1]

Hilscher Gesellschaft fir Systemautomation mbH: Driver Manual, cifX Device Driver,

Windows 2000/XP/Vista/7/8/10 V2.5, Revision 29, English, 2020.

[2]

Hilscher Gesellschaft fur Systemautomation mbH: Protocol API, PROFINET 10 Device,

Revision 14, English, 2013.

[3]

Hilscher Gesellschaft fir Systemautomation mbH: Operating instruction manual, Device

Explorer, Firmware download to the device, Revision 1, English, 2020.
Table 3: References to documents

cifXNDIS Device Driver | Getting Started Guide

DOC120212GS05EN | Revision 5 | English | 2020-06 | Released | Public

© Hilscher, 2012-2020



Introduction 5126

1.5 Windows XP/Vista/7/8/10

The cifXNDIS Driver is based on the cifX Device Driver and so it comes only in addition to the cifX
Device Driver. This manual handles only the cifXNDIS-specific topics.

For detailed information of the cifX Device Driver, refer to the manual cifX Device Driver - Windows
DRV xx EN.pdf (reference [1]).

1.6 Overview

The section gives short introduction to the basic keywords used in this manual.

NDIS

The Network Driver Interface Specification called NDIS encapsulates the network and transport
layer of the kernel network architecture of the operating system Microsoft Windows. The NDIS
library exports functions of the transport layer and is designed as a wrapper.

What is a Miniport Driver?

A Miniport Driver is kernel-mode driver that represents the adaption layer between the NDIS library
and a specific hardware. The Miniport Driver is wrapped by NDIS and is responsible for transports
from the overlying layers (like network layer, session layer, ...) to specific network adapters and
vice versa.

What is Bus Driver?

The bus driver is a driver that loads other drivers. The driver is responsible for managing physical
busses and loading or unloading the drivers for the devices which are connected to the bus. The
loaded drivers are so called 'Function Driver'. The Function Driver has the most knowledge of the
device and offers an interface for detailed operations, while the bus driver only deals with raw data
without any knowledge about its contents and its effects on the device.

Detecting and starting a new hardware is the so called 'Enumeration Process'. The enumeration
comprises the setup of a management structure, loading the device driver and passing the relevant
hardware information. The enumerated devices are called Child Devices of the bus they are
connected to (the Parent Device).

For detailed information refer to Microsoft Windows Documentation 'Developing Device Driver'.

cifXNDIS

The cifXNDIS Miniport Driver enables use the PC card cifX as common network adapter or
diagnostic interface. It connects the Microsoft wrapper library NDIS with the PC card cifX. The
cifXNDIS Miniport Driver allows using Windows network API to access the PC card cifX and so
serve network requests.

cifXNDIS Device Driver | Getting Started Guide
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1.7 Driver architecture

Sharing a cifX device as a common network controller, requires the cifXNDIS Miniport Driver,
connecting the Windows network APl with a PC card cifX. The following figure shows how the
different components are layered and interact.

Network Requests

Application Common cifX Requests

Network Application

,/, .

Driver API DLL (cifX32DII.dll) Windows API DLL (Winsock,...)
[}
\ Application / User Mode
# Device Manager / Kernel Mode
\
\ ‘ NDIS Wrapper ‘
\ o
A | ¥
Q.
. . X
Kernel Driver (cifXDrv.sys) KernelDriver (cifXNDIS.sys) m
8 <
| 5 3
<> &g
cifX Driver Extension g -
g
[}
[v]

L External hardware

BOARDO...n
Raw-Ethernet
Channel

CHO CH1

201A8Q X1

Figure 1: Driver architecture

At the upper edge, the cifXNDIS Driver attaches the NDIS interface provided by Microsoft
Windows. At the cifXNDIS lower edge the driver communicates over a special driver to driver
communication interface with the cifX driver extension. This extension represents a so called bus
driver, which is responsible for detecting PC card cifX, providing a proper firmware with a channel
supporting Raw-Ethernet communication and then creating a Virtual cifX Ethernet Interface.

To transfer network data, the cifXNDIS driver needs to be attached to a dedicated communication
channel of the cifX Device at the lower edge. This connection is realized through the special
communication interface, provided by the cifX Driver Extension.

From the application point of view network requests are routed through the Windows network API
through the NDIS wrapper layer over the cifXNDIS driver to the cifX bus driver.

Thereby it is possible to use the Microsoft Windows "Network API" to communicate with a cifX
device.

Note: This feature requires a firmware running on the PC card cifX that provides an extra
channel supporting a dedicated stack to transport Raw-Ethernet data.

cifXNDIS Device Driver | Getting Started Guide
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1.8

1.9

Features

Supports Interrupt Mode, Polling Mode
Simultaneous access of the PC card cifX from cifX driver and cifXNDIS driver

Requirements

Operating System: Windows 2000, XP, Vista (32/64 bit), Windows 7 (32/64 bit) or
Windows 10 (32/64 bit)
cifX Device Driver V1.2.3.0 or later
Firmware with appropriate NDIS Ethernet Interface
Tested fimware:

PROFINET I/O IRT Slave V3.4.144.1

(For more information see [2] section 1.5.2 Technical Data — Ethernet Interface)
Hardware: cifX PCI/PCle

Note:

cifXNDIS for Window 10 support requires cifX Device Driver V1.3.0.0 (NDIS 6 driver)
or later.

1.10 Limitations

Power Management

The actual netX hardware states are not stored and will be lost during power down! On
system wake-up the hardware is re-started like on system power-on. This consequences a
restart of the cifX Ethernet Adapter.

Performance

Max. TCP/IP throughput (send/receive): 42-49 MBit/s / 11-17 MBit/s.

Note: The throughput highly depends on the running firmware and the fieldbus configuration.
Network Packets

Network packet type indication is not configurable. Since the cifXNDIS driver does no packet
filtering (Multicast, Broadcast, ...) the types of delivered packets depends on the firmware.
For detailed information about the set of provided network packets refer to the
documentation of the firmware which will be installed.

MAC Address

The device’s MAC address is not configurable and therefore bind to fixed MAC address. For
more information refer to documentation of the firmware which will be installed.

cifXNDIS Device Driver | Getting Started Guide
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2 Installation

The cifXNDIS Driver is based on the cifX Device Driver and comes only in addition (included) to
the cifX Device Driver.

The driver is compatible to the Plug and Play functionalities from Windows and offers two types of
installation methods.

2.1 cifXNDIS Driver installation

Installation methods:

Installation using the driver cifX Device Driver Setup.exe application (preferred method)
The setup application allows a "driver pre-installation" (software first) without hardware and
also offers a uninstallation.

Installation using an INF file

This assumes a connected hardware and does not allow an uninstallation of the driver and
its components (uninstall under Vista, Win7 and later by Windows device manager)

Both methods are creating several directories on the PC system partition and registry entries to
start the driver.

Following steps are processed by the cifXNDIS driver setup and INF file:
Copy necessary driver files to the target system

File name Description Destination

cifXNDIS.sys Device driver A\Windows\System32\drivers
Table 4: cifXNDIS Driver - Files installed by the INF file

Creating driver specific registry entries

Destination

HKLM\System\CurrentControlSet\Services\CIFxDrv\Parameters\NDIS
Table 5: cifXNDIS Driver - Registry keys created by the INF file

Note: The whole installation steps and registry entries created by the cifX Device Driver setup
are listed in the cifX Device Driver documentation.

cifXNDIS Device Driver | Getting Started Guide
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2.1.1 Software installation

Run the cifX Device Driver Setup.exe, which contains the NDIS driver.

If the User Account Control asks "Do you want to allow the following program to make
changes to this computer" (Program name: cifX Device Driver Setup) then click Yes.

Click Install.
Check "l accept the terms in the License Agreement”, if you agree.
ﬁ cifk Device Driver (x64) 2.5.0.0 Setup — >

Please read the cifX Device Driver (x64) 2.5.0.0
License Agreement

HILSCHER SOFTWARE LICENSE ~
AGREEMENT

This document is a Tegal Agreement
between you, the license, and
Hilscher Gesellschaft for
systemautomation mbH,

("Hilscher"). Please read this
agreement carefully before you
install the software. By
installing or otherwise using the
software, wyou accept the terms of
this agreement. If you do not
agree to the terms of this
Agreement, then do not install or
use theISOf;wargf return it Lo us v

— [+]1 accept the terms in the License Agreement

Print Back Install Cancel

Figure 2: cifX Device Driver installation: Start

Please wait while the setup installs the driver.
Click Finish to complete.
ﬂ cifX Device Driver (x64) 2.5.0.0 Setup — >

Completed the cifX Device Driver (x64)
2.5.0.0 Setup Wizard

Clidk the Finish button to exit the Setup Wizard.

If you upgraded from a previous version, you may need to
restart your computer to finish the Installation.

Back Cancel

Figure 3: cifX Device Driver installation: Finish

The driver(s) are successfully installed now.

cifXNDIS Device Driver | Getting Started Guide
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3 Getting started with the cifX Ethernet Interface

The following sections explains how to configure a cifX device to share the hardware as network
adapter and fieldbus interface.

Requirements

Providing a cifX Ethernet Interface requires
cifX Device Driver, version V1.2.3.0 or later
A PC card CIFX

Firmware for the CIFX which supports the NDIS Ethernet Interface feature, e.g. PROFINET
|O-Device firmware

Prerequisites

The cifX Device Driver and the cifXNDIS Driver is already installed (described in section
Software installation on page 9).

The CIFX is already installed in the PC (described in the user manual of the CIFX).

Make sure, you have a firmware at your disposal with the NDIS Ethernet Interface feature
enabled in the tag list of the firmware. For a description about how to configure/edit the tag
list of a firmware, see section How to enable NDIS support in the tag list of the firmware on
page 19.

Before you start

Note: Enabling NDIS for a CIFX M223090 and CIFX 4000 differs from other cifX devices (e.g.
CIFX 50). For CIFX M223090 and CIFX 4000, use the Device Explorer software
instead. For more information, see section Enabling the cifX Ethernet Interface (CIFX
M223090 and CIFX 4000) on page 14.

cifXNDIS Device Driver | Getting Started Guide
DOC120212GS05EN | Revision 5 | English | 2020-06 | Released | Public © Hilscher, 2012-2020
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3.1 Enabling the cifX Ethernet Interface

Step by step description for all CIFX PC cards (except CIFX M223090 and CIFX 4000)
First start the cifX Setup utility to configure the device driver and device.

[E3 Al Control Panel Items

« v 4 [EH s Control Panel » All Control Panel ltems v O Search Control Panel

Adjust your computer’s settings Viewby: Large icons ¥

?\fa\)ﬁf:z;;d{{estore .%L BitLocker Drive Encryption

:g Color Management
3

'D Administrative Toals @ AutoPlay

E! cifX Setup E! cifX Test ‘g Credential Manager

Date and Time @ Default Programs Device Manager :‘-Er? Devices and Printers

|®\ Ease of Access Center File Explorer Options re File History Flash Player (32-bit)
A Fonts )J./ Indexing Options Q:.: Internet Options <. Keyboard

Figure 4: cifX Setup Utility

If the User Account Control asks "Do you want to allow the following program to make
changes to this computer” then click Yes.

Select the device which should be treated as a cifX Ethernet Interface and enable NDIS

Support.
By cif¥ Driver Setup Utility - O X
File Device Driver 7
Device List |
About
23 Active Devices Slot Mumber: 0 Base Address:  [0x5911F0000
._' Device Mumber; (1251100 Interrupt Number: 0
EELD Serial Number: 34882 Use Interrupt: [ ]
CH;'ta Aligs: | Enable DMA:  []
CH#3 MDIS Support:
CH#4
cH23 Use loadable Modules: ]
rcX base firmware | | Select File
DevlMr/SN - SlotMr
Cancel Apply Help
Figure 5: cifX Setup Utility: Enable NDIS Support
Note: To safe system resources, do not enable "NDIS Support”, if the firmware does not

support this feature. Otherwise the driver checks cyclically, if a communication channel
of the selected device provides "Raw-Ethernet" functionality.

cifXNDIS Device Driver | Getting Started Guide
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Click Add to select the appropriate firmware (supporting the NDIS Ethernet Interface feature

via an extra Raw-Ethernet channel).

cif¥ Driver Setup Utili
p Utility

File Device Driver 7

Device List B
About
23 Active Devices
£3 cifit
-

CHET Version:

CH=2
CH=3

Firmware:

Assigned Module [ Firmware Files:

Hardware Option: 0080 {(Ethernet) / 0080 (Ethernet) / 0000 (Undefined) [ 0000 {Undefined)

CH24 File
CH#3

Add

Clear

Assigned Configuration Files:

File

Add

Clear

DevMNr/SN  SlotMr |

Remove

Remove

Cancel

Apply Help

Figure 6: cifX Setup Utility: Add firmware

Select the firmware.

liam Open
+ » ThisPC » DATA(D:) » Firmware » CIFX

Organize Mew folder

Taools ~ MName
@ OneDrive | | C010D000.nxf

[ This PC
§ 3D Objects
[ Desktop
|2 Documents
‘ Downloads
J’! Music
&= Pictures
m Videos
i Windows (C:)
- DATA (D)
Firmware

CIFX 9

Date modified

10/17/2018 12:08 PM

Search CIFX

Type Size

NXF File

File name: | CO10D000.nxf

- | netX Firmware Files (*.nxf) ~

o @

641 KB

Cancel

Figure 7: cifX Setup Utility: Choose firmware

Note:

Make sure that the chosen firmware has the NDIS interface enabled in the tag list. How
to edit the tag list of the firmware’s Tag List settings see section How to enable NDIS
support in the tag list of the firmware on page 19.

cifXNDIS Device Driver | Getting Started Guide
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Click Apply to downloading the firmware.

U cifX Driver Setup Utility
File Device Driver 7
Device List =

About
=3 Active Devices

Hardware Option: 0080 (Ethernet) / 0080 (Ethernet) / FFFE (N/C) / FFF& (Sync)

{3 cifx0 Firmware: PROFIMET IjO Device
=y CH#0 -
CHz1 Version: 3.13.0.2 (build 0)
CH=2 Assigned Module [ Firmware Files:
CH#3
CHE4 File
CHZ5 D \Firmware \CIFX\C0 100000 nxf

Assigned Configuration Files:

File

DevMNr/SN - SlotMr

Add

Remove

Clear

Add
Remove

Clear

Help

e

Figure 8: cifX Setup Utility: Download firmware

The following window will appear. To confirm the new configuration the card needs to be

restarted. After clicking Yes the card is re-configured.

cifX5etup

DeviceMumber + 1251100
SerialNumber ' 34882

moment}?

Yes Mo

Attention: The following device has been re-configured!
MName » cif¥0

Do you want this device to be restarted (This may take a

Figure 9: cifX Setup Utility: Confirm new settings

After the restart the cifX device provides the cifX Ethernet Interface and creates a new device

(a virtual Ethernet Adapter).

To verify whether the cifX Ethernet Interface is available, see section Verifying whether the cifX

Ethernet Interface is available on page 15.

cifXNDIS Device Driver | Getting Started Guide
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3.2 Enabling the cifX Ethernet Interface (CIFX M223090 and
CIFX 4000)

To enable the cifX Ethernet Interface (NDIS) for a CIFX M223090 and CIFX 4000 differs from other
cifX devices (e.g. CIFX 50). For CIFX M223090 and CIFX 4000, use the Device Explorer software
instead. The Device Explorer software downloads the firmware into the CIFX M223090 and
CIFX 4000 and has to be used to configure the cifX Device Driver (instead of using the cifX Setup
Utility). For a description of the Device Explorer software, see reference [3].

Figure 10 shows the driver setting in the Device Explorer software with the NDIS support enabled.

Devices * R | Driver Settings

] CIFX M223050AE ~

Vol Allgo.
Firmware

l:l Use Interrup
Driver B ~

l:l Enabie A
Identification

I Enable NDIS Support I

Hardware

mport For the changes to take place the PC needs to restart
Channel 0: - -
Channel 1:--
Channel 2: - -
Channel 3: - -

Figure 10: Device Explorer: NDIS support enabled

cifXNDIS Device Driver | Getting Started Guide
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3.3 Verifying whether the cifX Ethernet Interface is available

You can use the Windows Device Manager and Network Connection to verify whether the cifX
Ethernet Interface is available.

Verify whether the cifX Ethernet Interface is listed in the Windows Device Manager.

& Device Manager — O X
File Action View Help
L Aol 7 Es:11

v &

I Audicinputs and cutputs
v @J cifX Communication Interface
IF cifX PCI/PCle Device
3 Computer
- Disk drives
@ Display adapters
i Firmware
# Human Interface Devices
=z |DE ATA/ATAPI controllers

@ Mice and other pointing devices
[ Maonitors
v [ Network adapters
@ Intel(R) Ethernet Connection (7) 1219-LM
[ZF TP-Link Gigabit PC| Express Adapter
| 57 Virtual cifX Ethernet Adapter (NDIS 6.0) |
& Ports (COM & LPT)
i Print queues
[ Processors
B Security devices

!* Software components

B Software devices

i Sound, video and game controllers
G Storage controllers

Em System devices

& UCMCLIENT

i Universal Serial Bus controllers

Figure 11: Windows Device Manager

Note: Disabling a cifX Communication Interface removes also the cifX Ethernet Interface
which belongs to the same hardware. If the device's configuration did not changed until
re-enabling, the corresponding cifX Ethernet Interface will reappear.

In Windows 10, open Control Panel > Network and Internet > Network and Sharing
Center > Change Adapter Settings. The cifX Ethernet Interface appears in the Windows
Network Connections as common network adapter.

& Network Connections - m] X
1+~ E-l » Control Panel » Network and Internet > Metwork Connections » v O Search Network Connections
Organize ~ Bz » [TH 9
~
Name Status Device Name Connectivity Network Category  Owner Type
& Ethemet Local Intel(R) Ethernet Connection (7) 1219-LM  Internet access Domain netwaork System LAN or High-5peed Internet
U themet2 Local TP-Link Gigahit PCl Express Adapter Internet access Domain netwark System LAN or High-Speed Internet
U Local Area Connection  Local Area Connection [Firtual Gitx Ethemnet Adapter (NDs 65,0]]  Internet access Domain network System LAN or High-Speed Internet
3items =

Figure 12: Windows network connections

If the Virtual cifX Ethernet Adapter (NDIS ...) does not appear in the network connection then
make sure that the used firmware file has NDIS support enabled. See section How to enable NDIS
support in the tag list of the firmware on page 19.

cifXNDIS Device Driver | Getting Started Guide
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4 Registry settings

The registry is used to store the device specific settings. When Plug&Play cards are used, the
driver offers the possibility to store multiple configurations and assigning them by evaluating the
Device- and Serial number of the card. For more information of standard cifX device registry
settings please refer in the standard cifX Device Driver documentation.

The following table contains only the cifX Ethernet Interface specific registry entries.

cifXNDIS specific device configurations

Value Type Description
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CIFXDRV\
DeviceConfig\<devicename>]

The device name is represented either by the device/serial number or the slot number. For more
information please refer to the standard cifX Device documentation.

cifXNDISSupport REG_DWORD | 0: No NDIS support. The cifX driver will not
create any cifX Ethernet Interface for this
device.

I= 0: If the firmware provides a Raw-
Ethernet-Interface channel the cifX driver
creates a cifX Ethernet Interface. This entry
is set by the cifX Setup Utility.

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CIFxDRV\Parameters\
NDIS]

Pollinginterval REG_DWORD | Poll interval in [ms] for devices operating in
polling mode. InterruptEnable needs to be
disabled ( = 0).

InterruptEnable REG_DWORD | O: Disables interrupt mode

1: Enables interrupt mode (interrupt mode is
only working if the parent device is also
running in interrupt mode, otherwise the
driver runs in polling mode)

Table 6: cifXNDIS registry settings

cifXNDIS Device Driver | Getting Started Guide
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5 Question and answers

5.1 Error when accessing communication channel

When a cifX Ethernet Interface is activated the channel it is using to communicate (the Raw-
Ethernet Channel) with the cifX device is occupied. So it is not possible to connect to same
channel while running the cifX Ethernet Interface. A try to open an already busy channel returns
with the error 0x800C0028, "Device is still accessed". All other channels are not affected by the
cifX Ethernet Interface. If this channel needs to be accessed from a user application using the cifX
driver API, the cifX Ethernet interface needs to be disabled.

Example cifX Test tool:

Error message when accessing the Raw-Ethernet channel while using the device as a cifX
Ethernet Interface.

cif<Test x|

@ Error opening device 'cif ¥0 Channell', Errar=0x800C0023, (Device is still accessedl

Note: It is not possible to access a device's dedicated Raw Ethernet channel while using the
same device as a cifX Ethernet Interface. The channel is still accessed by the cifXNDIS
driver. To get access to the channel the cifX Ethernet Interface needs to be disabled in
the Windows Device Manager. Other channels of the device are still accessible (e.g.:
from user application or from the cifX Test tool) during an active Ethernet Interface.

5.2 Network adapter disappears during device reset

When resetting a device or the system channel all of its channels will be re-initialized. Therefore a
reset of a device, offering a cifX Ethernet Interface, as a consequence, also restarts the cifX
Ethernet Interface and all connections using the Ethernet Interface get interrupted.

5.3 Interrupt and polling mode

By default the cifX Ethernet Interface is driven in the same mode like its parent device. It is
possible to run the cifX Ethernet Interface in polling mode while running the parent device in
interrupt mode by setting the registry entry InterruptEnable=0 (see Registry settings on page 16).
In case the parent device runs in polling mode the cifX Ethernet Interface supports only polling
mode regardless the registry option.

cifXNDIS Device Driver | Getting Started Guide
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5.4 cifX Ethernet Interface does not exists in the Windows
Device Manager

A) Make sure the corresponding cifX Communication Interface (parent device) is enabled in
the Windows Device Manager and it is in an operational state.

B) Run the cifX Setup Utility and check whether NDIS Support is enabled for specific device
(see section Getting started with the cifX Ethernet Interface on page 10).

C) Check if the download firmware provides an appropriate Ethernet NDIS interface (see
section Features on page 7).

D) Make sure the downloaded firmware, provides an Ethernet NDIS interface and the interface
is enabled (see How to enable NDIS support in the tag list of the firmware on page 19).

E) Check if the registry entry
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CIFXDRV\cifXNDIS\E
nable is set to 1. If set to 0 the cifX driver is prevented to create any cifX Ethernet Device.

Note: This flag is only used during installation and should normally not be changed by the
user. When altering the flag the driver requires a restart to recognize.

5.5 cifX Ethernet Interface does not send or receive any data
(Link state does not change)
Since cifX Driver version V1.2.3.0 the Ethernet firmware interface has changed. Running a

firmware other than noted in section Features on page 7 may lead to communication errors
between the bus driver and the firmware. Updating the firmware will solve the conflict.
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5.6 How to enable NDIS support in the tag list of the firmware

To safe system resources NDIS support might be disabled by default. To enable NDIS support,
see the following steps:

Start the Hilscher netX Tag List Editor and click on Load NXO/NXF to load the firmware.

B netx Tag List Editor/NXO Builder v1.5.0.0 - a X
File View
] - ()
Welcome to Tag List Editor.
The purpose of this tool is to view and edit the configuration of netX
firmware files.
This is done by editing a list of data structures included in the
firmware binary. called the "Tag list", and the device info header.
In this context, "firmware” refers to netX firmware files in NXF,
NXVMXE, MXF or NAI/NAE format, netX option modules (NXO) and
2nd Stage loader binaries.
It is also possible to edit raw tag list binaries. Tag lists can be
saved separately and loaded into another file.
In order to load a firmware file, use the "Load” button right ta the
"MXC/MNXF/MXIMEF/NAL label.
After start, or after clicking the "Clear” button, the Tag List Editor is
set up for constructing an option module (NXO) file from
Load/Save (Current file type: NXO) components:
Headers I:l Load Save as Save « a binary header file containing the common header, device
info and module info headers
Br I = e Bavs » an ELF file
Tag list l:l Load Save as Save + the tag list
e _ A command line script for this process is also included._ It is
YO MXF MNXTMXF MAT Load Save as Save
B AR | |I I === = possible to load an existing MXO file and replace its components. o
Quit [+ Display Help Clear Edit Device Header
Message Log
3:16:02 PM: Lua path:../nxo_editor(?.lua;lua/?.lua;lua_hilscher/?.lua ”~
3:16:02 PM: execute test Taglist Editor', index 0
3:16:02 PM: lua indude: searching 'file:/C%3A/Program Files (x86)/Hilscher GmbH,Tag List Editor/nxo_editor fnxoeditor.Jug'
3:16:02 PM: lua_indude: file loaded, executing code
3:16:02 PM: no command line args
3:16:02 PM: Group ftag_list_editor not found in config. Using default values.
3:16:02 PM: lua load: searching 'file: /C%:3AProgram Files (x86)/Hilscher GmbH/Tag List Editor fnxo_editor helpjwelcome hitm'
3:16:02 PM: lua load: Read 0x000006ED bytes
W
Test ‘Taglist Editor' in progress...Lua uses 1516 kilobytes

Figure 13: Tag List Editor: Start the Tag List Editor

Select the firmware which should be reconfigured.

B Select NXF/NXI/MXF/NXO/bin file X

€« v « Firmware » CIFX v | O Search CIFX

Organize New folder ==~ 1 @

I This PC 2 Mame Date modified Type

§ 3D Objects || CO100000.nxf 10/
[ Desktop
|=| Documents
; Downloads
J’! Music

7/2018 12:08 PM MNXF Filg

=| Pictures

B videos

2 Windows (C)
- DATA(D:)

Firmware
CIFX

Temp ol 5

File name: | C010D000.nxf w | MNEO/MNXF/ NI MEFNAIBIN fi ~

cance'

Figure 14: Tag List Editor: Load the firmware
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Click Ethernet NDIS Support.
Set Enable NDIS support.

B netX Tag List Editor/NXO Builder v1.5.0.0 - [m]

File View

¥| LED: COMD_GREEN +
v | LED: COMO_RED Enable NDIS Suppor Enable NDIS Su pport
+| LED: COM1_GREEN

«|LED: COM1_RED
LED: POF_PORTOACT
LED: POF_PORTOLIMNK
LED: POF_PORT1ACT
LED: POF_PORTILING [Enable [Enable/Disable NDIS
v | Ethernet and Fiber Optic IF

NECk 100, 200 Fiber Cpac DM

This tag enables or disables NDIS support for the Ethernet
interface.

+ | UART Diagnostics Interface

v | USE Diagnostics Interface
PROFINET Product Information

| Profinet Features

v | Interrupt: RX_TIMER

v | DPM Behaviour

Load/Save {Current flle type: NXF)

Tag list l:l Load Save as Save
TNXO MNXFNXIMXFMAL |D: \Firmware\CIFX'\C0 Load Save as Save
Quit Display Help Clear Edit Device Header

Message Log

3:18:02 PM: PROFINET Product Information

3:18:02 PM: Profinet Features

3:18:02 PM: Interrupt: RX_TIMER

3:18:02 PM: DPM Behaviour

18:02 PM: lua load: searching 'file: /C%:3A/Program Files (x86)MHilscher GmbH/Tag List Editor jrxo_editor fhelp/RCX_TAG_LED_T.htm'

18:02 PM: lua load: Read 0x000001C0 bytes

18:22 PM: lua load: searching 'file: /C%3A/Program Files (x86) Hilscher GmbH/[Tag List Editorjnxo_editor fhelp/RCX_TAG_FIF_NDIS_EMABLE_DATA_T.htm'
1

3
3
3
3:18:22 PM: lua load: Read 0x0000016E bytes

Test ‘Taglist Editor' in progress...Lua uses 3441 kilobytes

Figure 15: Tag List Editor: Edit the Tag List

Save the new configuration: Click Save as to save the reconfigured firmware.

Now NDIS support is enabled in the firmware and this firmware file can be downloaded. For
more information how to install the reconfigured firmware refer to section Getting started with

the cifX Ethernet Interface on page 10.
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6.3 Legal notes

Copyright
© Hilscher Gesellschaft fiir Systemautomation mbH
All rights reserved.

The images, photographs and texts in the accompanying materials (in the form of a user's manual,
operator's manual, Statement of Work document and all other document types, support texts,
documentation, etc.) are protected by German and international copyright and by international
trade and protective provisions. Without the prior written consent, you do not have permission to
duplicate them either in full or in part using technical or mechanical methods (print, photocopy or
any other method), to edit them using electronic systems or to transfer them. You are not permitted
to make changes to copyright notices, markings, trademarks or ownership declarations.
lllustrations are provided without taking the patent situation into account. Any company names and
product designations provided in this document may be brands or trademarks by the
corresponding owner and may be protected under trademark, brand or patent law. Any form of
further use shall require the express consent from the relevant owner of the rights.

Important notes

Utmost care was/is given in the preparation of the documentation at hand consisting of a user's
manual, operating manual and any other document type and accompanying texts. However, errors
cannot be ruled out. Therefore, we cannot assume any guarantee or legal responsibility for
erroneous information or liability of any kind. You are hereby made aware that descriptions found
in the user's manual, the accompanying texts and the documentation neither represent a
guarantee nor any indication on proper use as stipulated in the agreement or a promised attribute.
It cannot be ruled out that the user's manual, the accompanying texts and the documentation do
not completely match the described attributes, standards or any other data for the delivered
product. A warranty or guarantee with respect to the correctness or accuracy of the information is
not assumed.

We reserve the right to modify our products and the specifications for such as well as the
corresponding documentation in the form of a user's manual, operating manual and/or any other
document types and accompanying texts at any time and without notice without being required to
notify of said modification. Changes shall be taken into account in future manuals and do not
represent an obligation of any kind, in particular there shall be no right to have delivered
documents revised. The manual delivered with the product shall apply.

Under no circumstances shall Hilscher Gesellschaft fir Systemautomation mbH be liable for direct,
indirect, ancillary or subsequent damage, or for any loss of income, which may arise after use of
the information contained herein.
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Liability disclaimer

The hardware and/or software was created and tested by Hilscher Gesellschaft fir
Systemautomation mbH with utmost care and is made available as is. No warranty can be
assumed for the performance or flawlessness of the hardware and/or software under all application
conditions and scenarios and the work results achieved by the user when using the hardware
and/or software. Liability for any damage that may have occurred as a result of using the hardware
and/or software or the corresponding documents shall be limited to an event involving willful intent
or a grossly negligent violation of a fundamental contractual obligation. However, the right to assert
damages due to a violation of a fundamental contractual obligation shall be limited to contract-
typical foreseeable damage.

It is hereby expressly agreed upon in particular that any use or utilization of the hardware and/or
software in connection with

Flight control systems in aviation and aerospace;
Nuclear fission processes in nuclear power plants;
Medical devices used for life support and

Vehicle control systems used in passenger transport

shall be excluded. Use of the hardware and/or software in any of the following areas is strictly
prohibited:

For military purposes or in weaponry;

For designing, engineering, maintaining or operating nuclear systems;
In flight safety systems, aviation and flight telecommunications systems;
In life-support systems;

In systems in which any malfunction in the hardware and/or software may result in physical
injuries or fatalities.

You are hereby made aware that the hardware and/or software was not created for use in
hazardous environments, which require fail-safe control mechanisms. Use of the hardware and/or
software in this kind of environment shall be at your own risk; any liability for damage or loss due to
impermissible use shall be excluded.
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Warranty

Hilscher Gesellschaft fir Systemautomation mbH hereby guarantees that the software shall run
without errors in accordance with the requirements listed in the specifications and that there were
no defects on the date of acceptance. The warranty period shall be 12 months commencing as of
the date of acceptance or purchase (with express declaration or implied, by customer's conclusive
behavior, e.g. putting into operation permanently).

The warranty obligation for equipment (hardware) we produce is 36 months, calculated as of the
date of delivery ex works. The aforementioned provisions shall not apply if longer warranty periods
are mandatory by law pursuant to Section 438 (1.2) BGB, Section 479 (1) BGB and Section 634a
(1) BGB [Burgerliches Gesetzbuch; German Civil Code] If, despite of all due care taken, the
delivered product should have a defect, which already existed at the time of the transfer of risk, it
shall be at our discretion to either repair the product or to deliver a replacement product, subject to
timely notification of defect.

The warranty obligation shall not apply if the notification of defect is not asserted promptly, if the
purchaser or third party has tampered with the products, if the defect is the result of natural wear,
was caused by unfavorable operating conditions or is due to violations against our operating
regulations or against rules of good electrical engineering practice, or if our request to return the
defective object is not promptly complied with.

Costs of support, maintenance, customization and product care

Please be advised that any subsequent improvement shall only be free of charge if a defect is
found. Any form of technical support, maintenance and customization is not a warranty service, but
instead shall be charged extra.

Additional guarantees

Although the hardware and software was developed and tested in-depth with greatest care,
Hilscher Gesellschaft fir Systemautomation mbH shall not assume any guarantee for the suitability
thereof for any purpose that was not confirmed in writing. No guarantee can be granted whereby
the hardware and software satisfies your requirements, or the use of the hardware and/or software
is uninterruptable or the hardware and/or software is fault-free.

It cannot be guaranteed that patents and/or ownership privileges have not been infringed upon or
violated or that the products are free from third-party influence. No additional guarantees or
promises shall be made as to whether the product is market current, free from deficiency in title, or
can be integrated or is usable for specific purposes, unless such guarantees or promises are
required under existing law and cannot be restricted.
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Confidentiality

The customer hereby expressly acknowledges that this document contains trade secrets,
information protected by copyright and other patent and ownership privileges as well as any related
rights of Hilscher Gesellschaft fir Systemautomation mbH. The customer agrees to treat as
confidential all of the information made available to customer by Hilscher Gesellschaft fir
Systemautomation mbH and rights, which were disclosed by Hilscher Gesellschaft fir
Systemautomation mbH and that were made accessible as well as the terms and conditions of this
agreement itself.

The parties hereby agree to one another that the information that each party receives from the
other party respectively is and shall remain the intellectual property of said other party, unless
provided for otherwise in a contractual agreement.

The customer must not allow any third party to become knowledgeable of this expertise and shall
only provide knowledge thereof to authorized users as appropriate and necessary. Companies
associated with the customer shall not be deemed third parties. The customer must obligate
authorized users to confidentiality. The customer should only use the confidential information in
connection with the performances specified in this agreement.

The customer must not use this confidential information to his own advantage or for his own
purposes or rather to the advantage or for the purpose of a third party, nor must it be used for
commercial purposes and this confidential information must only be used to the extent provided for
in this agreement or otherwise to the extent as expressly authorized by the disclosing party in
written form. The customer has the right, subject to the obligation to confidentiality, to disclose the
terms and conditions of this agreement directly to his legal and financial consultants as would be
required for the customer's normal business operation.

Export provisions

The delivered product (including technical data) is subject to the legal export and/or import laws as
well as any associated regulations of various countries, especially such laws applicable in
Germany and in the United States. The products / hardware / software must not be exported into
such countries for which export is prohibited under US American export control laws and its
supplementary provisions. You hereby agree to strictly follow the regulations and to yourself be
responsible for observing them. You are hereby made aware that you may be required to obtain
governmental approval to export, reexport or import the product.
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6.4 Contacts

Headquarters

Germany

Hilscher Gesellschaft fir
Systemautomation mbH
Rheinstrasse 15

65795 Hattersheim

Phone: +49 (0) 6190 9907-0
Fax: +49 (0) 6190 9907-50
E-Mail: info@hilscher.com

Support
Phone: +49 (0) 6190 9907-99
E-Mail: de.support@hilscher.com

Subsidiaries

China

Hilscher Systemautomation (Shanghai) Co. Ltd.

200010 Shanghai
Phone: +86 (0) 21-6355-5161
E-Mail: info@hilscher.cn

Support
Phone: +86 (0) 21-6355-5161
E-Mail: cn.support@hilscher.com

France

Hilscher France S.a.r.l.

69500 Bron

Phone: +33 (0) 4 72 37 98 40
E-Mail: info@hilscher.fr
Support

Phone: +33 (0) 4 72 37 98 40
E-Mail: fr.support@bhilscher.com

India

Hilscher India Pvt. Ltd.
Pune, Delhi, Mumbai
Phone: +91 8888 750 777

E-Mail: info@hilscher.in

Italy

Hilscher ltalia S.r.l.

20090 Vimodrone (MI)

Phone: +39 02 25007068
E-Mail: info@hilscher.it
Support

Phone: +39 02 25007068
E-Mail: it.support@hilscher.com

Japan

Hilscher Japan KK

Tokyo, 160-0022

Phone: +81 (0) 3-5362-0521
E-Mail: info@bhilscher.jp
Support

Phone: +81 (0) 3-5362-0521
E-Mail: jp.support@hilscher.com

Korea

Hilscher Korea Inc.

Seongnham, Gyeongdgi, 463-400
Phone: +82 (0) 31-789-3715
E-Mail: info@hilscher.kr

Switzerland

Hilscher Swiss GmbH

4500 Solothurn

Phone: +41 (0) 32 623 6633
E-Mail: info@hilscher.ch

Support
Phone: +49 (0) 6190 9907-99
E-Mail: ch.support@hilscher.com

USA

Hilscher North America, Inc.
Lisle, IL 60532

Phone: +1 630-505-5301
E-Mail: info@bhilscher.us

Support
Phone: +1 630-505-5301
E-Mail: us.support@hilscher.com
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